Privacy Policy for Online Payment
St. Thomas College of Engineering and Technology

1. Introduction

This Privacy Policy describes how St. Thomas College of Engineering and Technology
(hereinafter referred to as “the Institution” or “the College”) collects, uses, stores, and
protects personal information of students, parents, or guardians who use the online
payment gateway for payment of academic and related fees.

2. Purpose of Data Collection

Personal information is collected solely for the purpose of processing online payments,
maintaining academic and financial records, complying with statutory and regulatory
requirements, and providing related student services.

3. Information Collected

The Institution may collect information including, but not limited to, student name, register
number, course, semester, contact details, fee details, transaction reference numbers, and
payment status. Sensitive financial information such as card numbers, CVV, or net banking
credentials are not collected or stored by the Institution.

4. Mode of Collection

Information is collected when users voluntarily enter details on the payment gateway page
or when transaction-related data is received from the bank or authorized payment service
provider.

5. Use of Information

The collected information shall be used for verifying payments, updating institutional
records, issuing receipts, resolving payment-related issues, audits, and statutory reporting,
if required.

6. Data Sharing and Disclosure

Personal information may be shared with banks, payment gateway service providers,
auditors, or statutory authorities strictly on a need-to-know basis and only to the extent
required for processing payments or complying with legal obligations.

7. Data Security

The Institution implements reasonable administrative and technical measures to safeguard
personal information. Payment transactions are processed through secure, bank-approved
gateways that comply with applicable security standards.



8. Data Retention

Personal and transaction-related data shall be retained only for the period necessary to
fulfill the purpose for which it was collected or as required under applicable laws,
regulations, or institutional policies.

9. User Responsibilities

Users are responsible for maintaining the confidentiality of their login credentials and
ensuring that payment is made only through the official website of the Institution.

10. Cookies and Tracking

The Institution’s website may use basic cookies or similar technologies solely for enhancing
user experience and ensuring secure sessions. No cookies are used to collect sensitive
personal or financial information.

11. Third-Party Links

The payment gateway may redirect users to third-party bank or service provider websites.
The Institution is not responsible for the privacy practices or content of such external
websites.

12. Rights of Users

Users may request access to or correction of their personal information available with the
Institution, subject to verification and applicable rules.

13. Policy Updates
The Institution reserves the right to amend or update this Privacy Policy at any time.
Changes shall be effective upon publication on the official website.

14. Governing Law and Jurisdiction
This Privacy Policy shall be governed by the laws of India. Any disputes shall be subject to
the jurisdiction of the competent courts within the State where the Institution is located.

15. Acceptance of Policy

By using the online payment gateway, the user acknowledges that they have read,
understood, and agreed to this Privacy Policy.



